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creative.space and Zero-Tier Integration Solves
Storage Access Complexity for Remote Work Teams

Under routine post-production workflows, remote access to shared storage was challenging. Now
with a pandemic, creatives require twenty-four-hour access and collaboration from any location.
VPN, WAN, and Internet access to shared projects and files present technical challenges that can be
difficult to overcome, especially for small production teams. creative.space has integrated ZeroTier's
VPN and SD-WAN technology on its easy, reliable, and secure storage platform to empower the
creative process.

Collaborative storage is the main hub connecting remote locations. Now, effortlessly control team
and device access to your creative.space storage from anywhere and anytime. Create secure
networks between on-premise, cloud, desktop, and mobile devices. Easily provision and de-
provision remote access authorization for users, freelancers, and clients. We simplify your network
stack by unifying VPNs, VLANs, and SD-WANSs into one solution. The creative.space storage
seamlessly interacts with ZeroTier's zero-trust networking software to provide scalable security,
peer-to-peer (P2P) connections, and 256-bit end-to-end encryption.

What does this mean for your workflow? The bottom line is that you can quickly provide secure
SMB (Network Share) and FTP remote access to folders and files on your shared storage. As an
example, the SMB connection “smb://192.168.1.33/dailies”, works the same as if you were onsite.
Just be aware that you may need to adapt your projects to account for bandwidth speed and
latency. We can assist you in implementing a proxy-based workflow. FTP is excellent for transferring
multiple directories and files to and from your creative.space storage. Another advantage of FTP is
the ability to continue transferring files even if the connection is lost. In case you accidentally lose
your connection or have to reboot your computer, you don't have to worry about starting from the
beginning again. You can pick up right from where you left off.

Securely authorize users and devices, and configure networks all within the creative.space web app.
This integration saves multiple manual steps and needed IT security knowledge if only using the
ZeroTier administration website. There are two levels of authorization for users to access the
creative.space storage. The first is ZeroTier for encrypted network access. The second is the
creative.space LDAP server to control user rights and folder/file permissions. Think of it as a locked
gate and front door. You must have the right keys to both before you can get inside.

ZeroTier offers a free Basic account for up to 50 network members and 1 admin. Their Professional

account increases the numbers to 500 network members and 10 admins for $49 per month. You
can always start with their free account and then upgrade as your requirements change.
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Below are the step-by-step procedures for setting up creative.space storage with ZeroTier. After the
initial requirement to have an API Access Token, all subsequent configuration and approvals are
accomplished within the creative.space web application.

First Step - Obtain a ZeroTier APl Access Token

1. Create a ZeroTier account and log in to your account at my.zerotier.com. Select “Account”
from the top menu bar.

6 ZEROTIER Download ~ Knowledge Base ~ Account  Networks ~ System APl  Community  Logout

2. Scroll down to the APl Access Tokens section. Click on the “New Token” button

& O W £ https://my.zerotier.com % @ ® ‘a

API Access Tokens
Generate New Token -

3. Typein a “Token Label” and then click the “Generate” button.

API Access Tokens

Token Label

) ‘ production-access|

What is this token for?

Generate Cancel
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4. A new token is created, so copy this to a secure location. Make sure to copy this new API

token now. You won't be able to see it again.

API Access Tokens

—)

j6

production-access

Make sure to copy this new API token now. You won't be able to see it
again.

EXia

5. This token is required to be entered on the “System” page of the creative.space web
application. You only need to enter it one time. The API token allows an administrator to
authorize users and devices securely, and configure networks all within the creative.space

web app.

& MicrosoftEdge File Edit View History Favorites Tools Profiles Tab Window Help

e O

V82 kait
®18%on

O B % 3

B ® X Q 8 4 WedOct14 10:17 AM

® 0 0O @

X @ s

System

% B

L RN W m| e &|B| A | = creatvespace X I creative.space
&« O @ ) Not Secure | 192.168.1.33/node Q = 8 iy
creative.space System
Spaces Share Type Active Available
smb://192.168.1.33/postgres Not Shared &

System Information

1/ ROGUE
A intel(R) Xeon(R) CPU D-1518 @
== 64 GB 2400 MT/s ECC Memory
B 4xSeagate 1078 SATA HDD

- B 1 xMy Passport 25F3
B 1 xSES Device
B 1xSamsung SSD 850 EVO M.2
B 1 x5amsung 12068 SATA SSD
B 1xSamsung 178 M.2 NVME
W 6 Network Ports

Broadcast Name Hostname
rogue03 rogue03
Time Zone
utc
System Time UTC Time

02:17:14 pm on October 14th, 2020

Uptime
1d 23h

Application Version APl Release
599b3ae | Tue Oct 13 17:13:4 1.817.96

DigitalGlue * 41601 Date St. NW * Murrieta * CA * 92562 * 949.388.9078 * digitalglue.com * creative.space

- Services

Samba

2.20GHz (4 Core per CPU)
Support

FTP
ZeroTier

50068
APl

02:17:14 pm on October 14th, 2020

Database Version

241

2 Snapshots

Restart
Change
Change

Change

Snapshots
ZeroTier
e

cs-marketing

NodeID ealwimal C £
Active Networks
cs-development Connected & N
111
Private
SF7 7 M Hiodf

10.147.17.151

Disabled Networks

cs-dev-stew

Connected & RN
Private

12007 el
172.25.1.89

20O
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Reconnect Network
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Next Steps - Configure ZeroTier on the creative.space web app

1. On the “System” Page scroll down to the “ZeroTier” network panel on the far right of the
page and click on the “Gear” icon.

ZeroTier Node ID  2f#* ibudd mmg@) 0

Active Networks

No ZeroTier networks added

ZeroTier Network ID Add

2. Inthe pop-up panel click on the “Add ZeroTier API Token” button.

Manage ZeroTier Networks c

You don't have a ZeroTier API token set

Enter token to create, access, and configure networks

‘ [ Add ZeroTier API Token
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3. Now you will need to enter the “ZeroTier APl Token” you created on my.zerotier.com from
the “Account” page. Type it into the “ZeroTier APl Token” text box and click the “Enter a
ZeroTier APl Token” button.

_
static  Configured |
Manage ZeroTier Networks Change ZeroTier API Token ] c
Filter Ne v X

ActiveN change ZeroTier APl Token

marke ZeroTier APl Token

2node  zergoTier API Token

Disable:
Enter a ZeroTier API Token

................ O

0:00 10:32:00 10:34

4. The "Manage ZeroTier Networks” panel will appear. It will be empty if there are no networks
configured. If you have existing networks, you can manage them from this panel. It is divided
by Active Networks, Disabled Networks, and Available Networks. This is based upon the
current status of your creative.space storage within each network. It also displays the
number of nodes authorized for each network. A “Node” is a device on the network. A user’s
name is automatically added to the node description field. A user can have multiple devices
such as a desktop, laptop, and iPad authorized on multiple networks, each with a separate
“Node ID".

@ MicrosoftEdge File FEdit View History Favorites Tools Profiles Tab Window Help ® 72 von 0 M 3 @ e N Q 8 4 WedOct14 10:18AM
® ® ym|lO|&t|B|A]| = cratvsxe X | I croatvespace x |+
&« O @ Not Secure | 192.168.1.33/nod: Q 4 i © 0 0 @ RO 1 4 = @

creative.space System

Spaces Manage ZeroTier Networks Change ZeroTier API Token
1 c®
8.1.33/postg
[ Q
ks
. Active Networks R
System Information rent Connectes & B K
cs-development cs-marketing
//ROGUE 26 nodes 7 nodes
8 intel(R) Xeon(
= 6468 2400 M
Disabled Networks
Privat
cs-dev-stew chandler-access NickProjects 73 bt
7 nodes 3 nodes 10.147.17.151
x Samsun N =
B 1xsamsung1 Available Networks 3 C rEy
W 6 Network Pe
ngineering Kyle-test-1
Broadcast Name Ho 2 nodes 4 nodes 6 nodes.
rogue03
thomastest Remote-Workflow-Demo vm
Time Zone 2 nodes 3 nodes 2 nodes Private
c 1280k '
17225189
ur 192168 . 170 024
October 14th, 2020 ¢ Sorks
s
142
beo o310

Application Version APl Release Database Version

Manage ZeroTier Networks X
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5. Inthe “Name for Your ZeroTier Network” text box, enter a name for your network. Select an
IP range to assign for the network. Click on the “Create a New Network” button. The system
automatically opens firewall ports to the storage, but it restricts access between user’s
devices for security purposes. The storage can be accessed from multiple networks. You can
segregate user/device access into different networks for easier management.

marketing 10.210 . 171 . 0724

Create a New Network

6. The next panel will appear and display the information for the newly created network. Your
creative.space storage is automatically entered and approved.

Looking at marketing (3scrsacemanss)
Active Node ID Name Description VPN IP Public IP Last Access
creative.space static
%
V] ea2 rogue03 1P Address 10.210.171.10 172.6.223.6 Online

Delete From ZeroTier Invite User to Network

Client (Node) Setup - Install ZeroTier and creative.space Desktop Application

1. Download and install the ZeroTier application based upon your device. Make sure the
creative.space application is also installed on either your Windows or Mac OS computer.

2. Open the creative.space desktop app and click on your name then select “Settings” from the

menu.
o000 creative.space c k
//ROGUE02 & &) Tim Anderson
Filter your node Settings
Logout
v Mounted
Quit
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3. The device’s “ZeroTier Node ID” is displayed in the top left of the panel. Copy the ID number
or have your users email it to you. This is required in the next step to add the node to the

ZeroTier Network.

~ //ROGUE02 &

Settings

Version 0.2.4

ZeroTier Node ID: e74 swislnb5 ' Reset ZeroTier Auth

Autostart

creative.space |

Toggle Automount by Default

c x

‘Tim Anderson

Save Settings

4. From the creative.space web app “System” page, click on the “Gear” in the ZeroTier Network
panel. Select the network that you want to add and authorize a new device with its “ZeroTier
Node ID". Click the “Invite User to Network” button. You can also click on the “Mail” icon

within the network panel.

Looking at marketing @scrsaesmanars)

to Filter Node

Active Node ID Name Description VPN IP Public IP Last Access
. creative.space static
ea al rogue03 1P Address 10.210.171.10 172.6.223.6 Online
3t 85 Tim Anderson MacBook Pro 16 10.210.171.253 45.32.165.98 Online
Delete From ZeroTier ‘ [ Invite User to Network
marketing Connected ¥ & .Y
/
100.0 /\
w |\ ~
B ALV
g oo\ /\T-NX 7 =)
1000 \,/
10:32:00 10:34:00 10:36:00 10:38:00 10:40:00
Connection Type Private
Network ID 35¢ Fwiafe
P 10.210.171.10
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5. Inthe “Send Network Invitation” panel, select a user and enter their “ZeroTier Node ID” and a
“Device Description”. Click the “Send Invitation” button. A Network Invitation email is
automatically sent to the user, which includes a network configuration file.

Send Network Invitation

@ Chandler Anderson
: b MacBook Pro Send Invitation
Tim Anderson

f
'B Nick Anderson

TC

Thomas Casez

(2 Jetired
9

Johnny Doe

Thomas Dolby

Tommy Edison

Ajay Ganapathy

<>
e Gunther Dune
-~

@b BobJones

6. Below is a screenshot of the Network Invitation email. The user should click to download the
configuration file.

creative.space: Network Invitation » inboxx &5 2

creative.space <noreply@mag.creative.space> @ 10:24 AM (4 minutes ago)  Y¥ 4\ Reply

creative.space

Network Invitation File

Attached to this email is a network invitation file to be used with the
creative.space desktop app. To get started either double click the file,
or drag it into the app. Simple as that!

41601 Date Street, Murrieta, CA 92562, USA

a=

B rogue03-marketing. '
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7. Once downloaded, click to open the configuration file in the browser, Finder, or Explorer.
The file can also be directly drag-and-dropped onto the creative.space desktop app.

rogue03-mark....creative
Open File

8. The configuration file will open in the desktop app and automatically fill in the IP address of
the storage, system nickname, and ZeroTier Network ID. Click the “Connect” button.

o c ¥

v c¢s-built-204-VvM & Not Logged In

& Back

Connect a creative.space server

Type in the address that you use to connect to your
server on the web and we'll take care of the rest.

10.210.171.10

System Nickname (optional)

marketing

ZeroTier Network ID (optional)

35c f8
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9. The user will need to enter their Username and Password. This has been assigned to them
through the creative.space web app on the “Team” page.

P creative.space cC k

- marketing Not Logged In

Sign in to marketing

Username

tbafromca

Password

‘ Login ‘

10. You will be logged into the storage and can now access Spaces and Folders.

® creative.space c kx
- marketing @ Tim Anderson
Filter your node
Mounted
9 cs-demo Unmount Ml @©
© cs-projects Unmount Wl @ -
Bookmarks
9 project-space Mount
e work-space Mount
Spaces
© cda Mount M
© ingest Mount M
5 Avid MediaFiles Mount
2 Avid Projects Mount |
I™ creative.space Literature Mount
o DPXFiles Mount |
2 EAHM_001-Beltline_Lifestyle Mount |
I Files to View Mount |
> 9 Ingest Test Mount |
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11. In the desktop app click on the three dots (...) next to the Space or Folder name to open in
Finder or Explorer.

% Dropbox (DigitalGlue)
® Airdrop

© Rocents

A Applications

® Downloads

£ ebooks

B Movies

1 Music

& Pictures

A Creative Cloud Fies

& iCloud Drive
[ Desktop
[ Documents

0 021037110
0 ROGUEOS
@ Network

O Remote Desktop

Yellow e e -~

12. In Finder or Explorer, you will be able to see the IP address of the storage under the Network
Connections or Locations tree. The Spaces you are authorized to access with be visible and
accessible.

eove < 10.210.171.10 = = Ov Q0 » Q
© Recents Tim's MacBook Pro (2) Recents 1021047110 +
A Applications Connected as: tbafromca Disconnect
© Downloads Date Modified size Kind
B3 ebooks B cs-demo a Sharepoint
B Movies W cs-projects - -- Sharepoint
71 Music i ingest - -~ Sharepoint
M jon-c - -- Sharepoint
G4 Pictures 8 jon-nvme sl
& Creative Cloud Files i leam-space =
% project-space S|
Cloud W shared-space s
O iCloud Drive W smb-test-new s
. M test Sharepoint
(=) Desktop 8 work-space - Sharepoint
[ Documents
ocation
© 10.210171.10 a
™ 1921681.33 a
() ROGUEOS
@® Network
Tags
O Remote Desktop
Yellow
O WTCE DGLogger Configuration
O Important
® Orange
© Red @ Netv - 7
® Blue
X 11 items
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13. You can also access the storage with an FTP application. Enter the IP address of the storage
in the “Host” text box and fill out your “User” Name and “Password".

[ JOX )
Select entry:

Premium Reports
B vVerimatrix DVS
B vimeo
] digitalglue.cloud
A

4K
copy 4k content
rogue03
dg-mobile-3
rogue05
rogue07
rogue07 ZeroTier
4K
copy 4k content
twelvebay ftps
twelvebay sftp

<
. .

<
L

New site
New Bookmark

Delete

New folder
Rename

Duplicate

Site Manager

Advanced  Transfer Settings ~ Charset
Protocol: FTP - File Transfer Protocol | © ]
Host: 192.168.1.32 Port:
Encryption: Use explicit FTP over TLS if available |V
Logon Type: Normal | ¥ ]
User: tbafromca
Password: eecccccee
Background color:  None | T
Comments:

OK Cancel

14. Once connected, you will be able to upload and download folders and files. For large or
multiple files, this is a better method than with SMB through Finder or Explorer.

e
=

il

Username:

Host:

Password:

Status:
Status:
Status:

Status:
Status:
Status:
Status

Logged in

ting of */rogue03/cs-demor..
gue03/cs-demo” successful
ory listing of */rogue03/cs-demolVideo Copy"...

Retrieving director
Dwecmry listing of "/rogueca/cs demo/Video Copy" success

f *Jrogue03/cs-demo/Video Copy"
a o ! rogua0s/cs. qemonidoo Gopy seecaretsl

Dwecmry\
rogue02 - tbafromca@192.168.2.12

Local site: /Users/TimMacPro/Pictures/

rogue03 - tbafromca@192.168.1.33 {

rogue03 - tbafromca@192.168.1.33 - FileZilla Pro

ES O e -

Port: Q ) -

twelvebay sftp - sftp://tbafromca@192.168.1.12 ¢

[\ Remote site: /rogue03/cs-demo/Video Copy

? Files to View

» 0 Downloads
N ? From Ubuntu 20.04
? Lots of Files
v I Volumes
R e
> 1 1078 Internal
? Over 130k Files
B ? sspi
8T8 Ext Hub : g
Disk 1678
Filename Filesize Filetype ' Last modified Filename A
2 Davinci_Resolve_Studio_16.0_Mac.dmg 1,787,219,... Disk Image 06/04/2020 14: DJIL0025.MP4

B cs logos box white login screen.ai
B cs logos box dark login scree.ai

prints damaged

nixplay

empty snapshot pics

Snagit

Screen_Saver

sve

Posters

Pictures and Video

11 files and 15 directories. Total size: 1,855,105,173 bytes

Server/Local file

B thafromca@192.168.1.33
/Users/TimMacPro/Pictures/Video Copy/DJI_0007.MP4
/Users/TimMacPro/Pictures/Video Copy/._DJI_0010.MP4.
Users/TimMacPro/Pictures/Video Copy/imagine_2015.mp4
JUsers/TimMacPro/Pictures/Video Copy/._DJI_0025.MP4
JUsers/Ti ideo Copy/C
[Users/TimMacPro/Pictures/Video Copy/Timeline 1.mov

[Users/TimMacPro/Pictures/Video Copy/V1-0001_.V1-0001_V1-0005_Samp...
[Users/TimMacPro/Pictures/Video Copy/MD_KAILA TYLER_MASTER_2_4K...

/Users/TlmMacPrO/Plc!ureS/V\dec Copy/._Nick and Katie Rehearsal Dinner
[Users/Tif ideo Copy/._SBS._| page_Video_v8_high_r
Queued files (31) | Failed transfers  Successful transfers (9)
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_Explainer_CINEGE...

173,609 Adobe lllustrator
172,916 Adobe lllustratol

Imagine Master 4K (FINAL).mp4.

MD_KAILA TYLER_MASTER_2_4K_ProResHQ_1.mov

Directory Nick and Katie Rehearsal Dinner 2016 vi.mp4
Directory 41 SBS_Homepage_Video_v8_high_res.webm

Directory Sneaky Big Grand Opening.mpéd

Directory 04/13/2020 14:° Timeline 1.mov

Directory 01/03/2019 10:¢ V1-0001_A001C007.16113024.1639284.exr

Directory 12/23/2019 11:1 V1-0001.V1-0001.V1-0005_SampleEXR01639284.mov
Directory 09/19/2020 19:¢ V1-0001.V1-0005_SampleEXR01639284.mov
Directory 08/02/2018 11:2 imagine_2015.mp4

31 files. Total size: 43,295,200,298 bytes

Direction Remote file

Size Priority

Jrogue03/cs-demo/Video Copy/DJI0007.MP4 320,819... Normal
Jrogue03/cs-demo/Video Copy/._DJI_0010.MP4 368 Normal
Jrogue03/cs-demo/Video Copyfimagine_2015.mp4 3,349,347... Normal
Jrogue03/cs-demo/Video Copy/._DJI_0025.MP4. 368 Normal
Copy/Ct : Explainer CINEGEAR.... 638,712,3... Normal
Jrogue03/cs-demo/Video Copy/Timeline 1.mov 4,670,860... Normal
Jrogue03/cs-demo/Video Copy/V1-0001V1-0001V1-0005_SampleE... 3,000,472... Normal
Jrogue03/cs-demo/Video Copy/MD_KAILA TYLER MASTER_2_4K_Pra.. 9,808,98... Normal
Jrogue03/cs-demo/Video Copyl._Nick and Katie Rehearsal Dinner 20. 368 Normal
ideo Copy/._SBS_Homepage Video_v8_high_res... 368 Normal

Filesize Filetype Last modified Permissions
442920,... MP4-file  02/04/2018 ... adfrw (0770)
1,092,87... MPa-file  07/02/2015 ... adfrw (0770)
9,808,98... mov-file  04/03/2019 ... adfrw (0770)
273,253,.. MP4-file  10/06/2016 ... adfrw (0770)
17,401,663 WebM Vi... 10/20/2016 1... adfrw (0770)
319,679,... MP4-file  09/21/2016 ... adfrw (0770)
4,670,86... mov-file  11/09/2018 0... adfrw (0770)
30,504,6... exr-file 03/25/2019 ... adfrw (0770)
3,000,47.. mov-file  03/20/2019 ... adfrw (0770)
6,004,31.. mov-file  03/20/2019 ... adfrw (0770)
3,349,34.. MP4-file  08/09/2016 ... adfrw (0770)

Status

£ @ Queue: 404 GiB T
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e C(lick the “View Connected Users” button in the Connected Users Panel. It will display
connected users, and you can monitor what Spaces, Folders, and Files are being accessed.
This is great for troubleshooting or looking for detecting suspicious activity. If a user’s
credentials are being used from multiple IP locations, then they may be compromised or

shared.

Connected Users

24 Tim Anderson
O]

Connections

WEB | 10.210.171.253  192.168.1.230
10.210.171.253 © 1space

L @ cs-demo

[ creative.space Literature

SMB | 192.168.2.100 © 4 spaces
192.168.1.230 © 2spaces
SMB | 10.210.171.253 B 1space

C WEB SmB Type to
[ 1open () 0 open
[ 0 open () 0 open
[ 0 open () 0 open
[ 0 open () 0 open

[ o writing

Root space
Opened folder
() o writing

[ o writing

() o writing

e Inthe ZeroTier Network panel, you can view Active and Disabled networks. For “Active
Networks,” you have a graphical chart displaying network bandwidth speed and activity. The
“Connection Type” Private or Public, “Network ID”, and IP address of the storage is shown.

marketing Connected ¥ & %
100.0 /\\

$ [\a )

jg OOATM‘ /v*y}

* 1000 \‘/

10:32:00 10:34:00 10:36:00 10:38:00 10:40:00

§ ection Type Private
x jork ID 35c iafs
IP 10.210.171.10
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o “Disabled Networks” display networks that the storage has been disabled on. Click the
“Reconnect Network” button to make live and reachable again.

Disabled Networks

NickProjects

work 1D

cs-dev-stew

work ID

chandler-access

¥ O

1d7WESbabeEN 35

Reconnect Network

¥ O

b6C ¥ ¢ we3fd

Reconnect Network

¥ o

c7c8 wi3f59

Reconnect Network

e Through the creative.space web app, you can only create “Private” networks. If you wish to
create a “Public” network not requiring node authorization, it must be done on the ZeroTier
administration website. If a network is configured for “Public”, the panel will display it with a
red border and warning message.

NickProjects

RN

Connected i

For security reasons, we recommend that you only connect to

Private ZeroTier networks.

5.0

0.0

kilobits/s

-5.0

10:34:00 10:36:00 10:38:00

10:40:00 10:42:00
Public
1d7 158Nl E8N 35

172.30.189.45
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e At the bottom of the ZeroTier panel is a section to add a ZeroTier Network ID that is not on
your ZeroTier account. It will automatically add the network, but you will need to add the

storage Node ID and approve it manually on the ZeroTier administration website.

lZeroTier Network ID Add

e Add the ZeroTier Network ID and click the “Add” button.

ar : |

e Onthe “Manage ZeroTier Networks” panel, there is a “Change ZeroTier APl Token” button.

Click this to change the API token if needed.

_
static  Configured
Manage ZeroTier Networks Change ZeroTier AP Token ] c
Filter Ne v X

Activeh change ZeroTier API Token

marke ZeroTier APl Token

2node ZeroTier APl Token

Disable:

Enter a ZeroTier APl Token

cs-deV cece.. e c————e R
7 nodes ) i 3 nodes are authorize No nodes ar

0:00 10:32:00 10:34
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e Inthe “Services” panel, you can Start and Stop the ZeroTier service if needed. Click on the
“Change” button and select “Start ZeroTier” or “Stop ZeroTier".

Services
Samba
Support Change ‘
FTP Change ‘
ZeroTier
API Start ZeroTier
Stop ZeroTier

Hopefully, this creative.space integration with ZeroTier provides your team with a cost-effective and
frictionless solution to access remote storage. If you have any questions or comments, please email
support@creative.space.
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